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MOVEIT DMZ: FILE SECURITY V. OS SECURITY

This document describes two things: how secure file transfer servers, and the files they handle, can often
be vulnerable to unauthorized access and misuse by hackers, and why this is not the case with the MOVEit
DMZ secure file transfer and storage server software by Ipswitch.

THE PROBLEM

Every computer operating system (OS) has flaws. Hackers exploit these flaws to take remote control
of computers and their applications, and to access the files stored on them. This means the security of
programs and files often depends on the security (or lack thereof) of the underlying OS. This is one reason
for the ongoing debate about which OS is more secure.

Most secure file transfer servers — and the files they store — depend on the OS being secure. This is
because they use authentication and/or access control capabilities provided by the OS. It is also because
most lack the ability to provide encrypted storage of the files they receive. By subverting the OS, hackers
may gain the opportunity to do the following with such servers.

Read and Alter Files. Confidential data in unencrypted files stored by the server can be read and/or
changed, and this may not be discovered right away, if ever.

Delete or Replace Files. Files stored by the server can be destroyed, or replaced by new files that may
have similar characteristics, and this may also be hard to discover.

Upload and Store Files. A hacker-controlled server can become a safe haven for porn, stolen software,
and malware (viruses, scripts, Trojans, etc.) for attacking other systems.

Distribute Files. Hackers can turn such a server into their personal distribution system, giving their
associates file upload/download permissions, and even administrative rights.

Compromise Other Systems. Malware can be placed in the folders of legitimate users, who may then
download it and unknowingly compromise their own systems, files, and data.

In addition to operational and security problems, these activities can create legal liabilities.
The Solution. Use a MOVEit DMZ secure file transfer and storage server. The security of MOVEit DMZ,
and every file it stores, is totally independent of the security of the OS it runs on. This is a result of the

following features that were designed into MOVEit DMZ from the beginning.

Permissions System. MOVEit DMZ has its own built-in authentication and access controls. The former
enables MOVEit DMZ to independently regulate exactly who can login to it. The latter uses the MOVEit
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DMZ virtual interface and permissions database to control what each user can see and do in regards to
files, folders, logs, other users, and commands.

Encrypted Storage. MOVEit DMZ has its own built-in, FIPS 140-2 validated 256-bit AES encryption that
it uses to automatically safeguard each file it receives. Each encrypted file has its own key, which is also
encrypted. Hackers cannot access files stored by MOVEit DMZ.

MOVEit DMZ supports end-to-end secure file transfer — and storage — without fear of OS flaws.

For additional information, please contact the Ipswitch File Transfer division or visit www.lpswitchFT.com.

-

o Ipswitch

f H 10 Maguire Road ¢ Lexington, MA 02421
I:Ile TranSfer MOVEit: (608) 824 3600 ® moveitinfo@ipswitch.com

Copyright © 2008, Ipswitch, Inc. All rights reserved. WS_FTP and MOVEit are registered trademarks of Ipswitch File Transfer Other products or company names are or may be trademarks or registered
trademarks and are the property of their respective holders.




